Replay 4- Push Install User Guide

Installing the Replay Agent from a Replay Core

There are two ways to install the Replay Agent on a machine. The first is to copy the Replay

install software on the machine itself where it is to be installed. Sometimes, it is easier to

remotely install on a machine without first copying the software. Th is second method can

be done by Opushingd6 the agent install to th

Before you begin to push an  Agent install from the Core

Before you can push the Agent install to a remote machine, that machine must be
configured in a way to accept a remote install. The prerequisites are described below.

If b oth computers are in the same domain :
This would be to perform a Push Agentinstallation from computer A to computer B.

User permissions

1 Computer A d User should be inlocalo Ad mi ni stratorso gro
7 ComputerBoUser should be in | ocal O0OAdmin

Firewall settings

1 Computer A d Can be on
T ComputerBoShoul d be enabl ed o0RemBPBléeaseséd d mi

How to enable Remote Administration

UAC

1 Computer A d Can be on
1 Computer Bd Can be on

If one machine is in a workgroup and the other machine is in a domain :

This would be to perform installation from computer A to computer B.Computer A in a
domain, computer B in work group.

User permissions:

1 ComputerAdUser should be in | ocal O0OAdmin
1 ComputerBoUser should be in | ocal O0OAdmin

Firewall settings:

1 Computer A d Can be on
T ComputerBoShoul d be enabl ed o0RemBléase®Ad mi
How to enable Remote Administration .



UAC:

1 Computer A d Can be on
1 Computer B d Should be off.

How to enable ORemote Administrationo

Windows 2008/Vista

Go to Control Panel. Open Windows Firewall. Clickchange settings . Go to Exceptions tab.
CheckRemote Administration

“® windows Firewall Settings

" General Exceptions Indvanced I

Exceptions control how programs communicate through Wwindows Firewall, Add a
program or pork exception to allow communications through the Firewall,

Windows Firewall is currently using settings for the public netwark location,
What are the risks of unblocking a program?

To enable an exception, select its check box:

Program or pork =
[BITS Peercaching

CICOM+ Metwork Access

Core Metworking

[ Distributed Transaction Caordinatar
[File and Printer Sharing

[0i5CaI Service

Okev Managemert Service
[rMetlogon Service

[ Metwork Discovery

[OPerformance Logs and Alerts

Remoke Adminiskration

Remoke Deskbop
[CJremote Event Log Management ;I

Add program. .. Add port. .. I Properties I Delete I

[ Motify me when Windows Firewwall blocks a new program

QK I Cancel I Apply |

Windows 2008 R2/Windows 7

Local Policy

1. Click Start, click Run, type gpedit.msc, and then click OK.

2. Under Console Root, expand Computer Configuration, expand Administrative
Templates, expand Network, expand Network Connections, expand Windows
Firewall, ard then click Domain Profile.

3. Right-click Windows Firewall: Allow remote administration exception, and then click
"Properties ".

4. Click Enabled, and then click OK.

Domain Policy

1. Create new GPO in active directory or use currat linked GPO, and edit it.
2. Under Computer Configuration, expand Administrative Templates, expand Network,



expand Network Connections, expand Windows Firewall, andthen click Domain
Profile .

3. Right-click Windows Firewall: Allow remote administration exception, and then click
Properti es.

4. Click Enabled, and then click OK.

B Local Group Policy Editor M=l &

File Action View Help
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4_’ Lacal Computer Palicy

B Domain Profile
=) & Computer Configuration
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- Softwars Settings Windows Firewall: Allowinbound _S6ting [ | BT |
| Windows Settings remote administration exception indows Firewall: Allov local pragram exceptions Mak configured Mo
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| Metwor

" Background Intellgent Transfer < Requirements; !ndows Firewall: Da noF allow ex.ceptlons 514 conffgured Mo
Branchcache At least Windows ¥P Professional with indows Firewall: Allow inbound file and printer sharing exception Mok configured o
| OHS Client ske indows Firewall: Allow ICMP exceptions Mot configured Mo
| Lanman Server Description: indows Frewall Allow logging hat configured Mo

Allows remate adrministration of this
computer using administrative tools
such as the Microsoft Management

findows Firewall: Prohibit natifications Mot configured Mo
findaws Firewall: Allow lacal part exceptions Mot configured Mo

_| Link-Layer Topology Discovery
_ Microsoft Peer-ta-Pesr Networkic

= Ngtwork Caonnections Console (MMC) and Windows indows Firewall: Define inbound port exceptions Mok configured Mo
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_ Offling Files calls (RPC) and Distributed
| QoS Packet Scheduler Component Object Model {DCOM).
) Additionally, on Windaws %P
= Professional with at least 5PZ and
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Installing the Replay Agent remotely from a Replay Core

How to push the Agent install to a machine
This section will explain how to install Replay agent on a machine remotely.

1. Before you begin to push an agent install from the core section prerequisites
have been met.

2. From the Replay Admin Console, rightclick on the Core name in the tree and select
Push Agent.




' e Replay Admin Console

= FReplay 4 | summary H Replication I

- Cores | Hi
w P FEERF2-NE4-RE-02 (10.23.4.2¢

—ﬂ Protect

Fv’ Discannect from this Replay Core  rver!

+* Properties

#y Push Agent
| s

Protected Servers
Status Server Mame

This will bring up a window to choose the machine where to remotely install the agent. The
machine name or IP address can be typed into the Choose machine box or selected from
the Available Machine(s) list. To select a machine from the Available Machines list, click on
the machine name and select the right arrow. To add a machine to the Selected Machine(s)
list that is not on the Available Machine(s) list, type the name or IP address in the Choose
machine: box and then click the right arrow button to the right of the box.



<% Available Machine(s): Selected Machine(s):

Name ' Domain Name Domain
2K3E2-64-5QL-09 SAX71-01.local
2K3E2-X64-RS-02 SAX71-01.local
2KBE-X64-DC-04  SAX71-01.Jocal
2KBE-X64-X71-02 SAX71-01.local

The machine will then move from the Available Machine(s) list to the Selected Machine(s)
list.



& Remote Replay Agent Installation

% Choose machine: |

—_——_
e ——
e —

I[*]

~ Available Machine(s):

Selected Machine(s):

] | -
| Name } Domain

' Domain

| | Name

2K3E2-64-5QL-09 SAX71-01.local
| 2K3E2-X64-R5-02 SAX71-01.local
2KBE-X64-DC-04 SAX71-01.local

E52!(85-)(6‘!-)(71902 SAX71-01.local

| | WINTE-64-64-4

| Previous H Next '

When you are done selecting machines, click theNext button. The two machines from the

Selected Machine(s) window in the previous wizard page will be in the list of Target

Machines.

In order to install the agent on a remote machine, credentials for the machine will be

supplied on this page for that machine. There are two options:

9 Set Default Credentials for all machines on the listd these credentials will be used

for all of the machines selected

1 Modify the credentials for each machine

To set default credentials, click the"Set Default Credentials " button. Enter the default

credentials and then click Ok.

To set credentials for each machine, click theModify link in the Change Credentials column

next to each machi
and boxes unavailable for typing.

Click this box to uncheck it and enter specific credentials. ClickOk. If the machine is not

ne.

The dial og wi

di spl



part of a domain, enter the machine name in the domain text box.

— o ———————
The default credentials are ussd to connect to the target machine and as the Replay Agent
service account. The account must have local administrative rights on the target machine.

i ; ; Change Validate :
Target Machina Domain Credentials Credentials | Cradential Is Valid

ZKBE-X64-X71-02  SAX71-Otdocal ~  Default  Modify  Validate
Modify

Click the Validate link for each machine, or the Validate All link at the end of the machine
list. If the credentials are validated, then a green ball with check will display. If validation
fails, the ball will be red. To get an explain of the validation failure, put the m ouse pointer
on the Validate link.



l Modify Default Credentials i

) ; ; Change Validate :
Target Machine Domain Credentials - tials | Credentisl Is Valid
ZKBE-Xp4-X71-02 SAX71-01 Custom Modi Validate a

m&m—am—ﬁ:—m—ﬁ—

Validate all

Cancel Previous Mext

Click the Next button. The machines on the list that passed validation will be brought
forward in the wizard for install.

Browse to the Replay license file

Check whether the machine where the agent is being installed should be booted
automatically. Check this box to have it reboot. If the machine is to be rebooted manually
at another time, then do not check this box.

Click the Next button.



The next wizard page will show all of the machines that are ready to have the Replay Agent
installed.

Click the Install link for each machine individually, or if there are multiple agents to install,
click the Install All button.



